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Translating Vision and Strategy to

Performance Measurement — Drivers & Output/Outcome

A 4

Vision, Mission and Values

What we want to be?

v
Business Model How will it get there?
v
Strategic Objectives for Measurement | How will we get there specifically?
|
v v v v
Financial /CSR Customer Internal Process Organizational Capability
|

Performance Measures for SMART Objectives

What more precise details must we
aim for?

v
Promotioq of v v What are the cause
Best Practices Driven by Owners Output/Outcomes | and effects of long
and other to CG | | term value?
and ITG

Do we want to meet acceptable

\ 4

State Enterprise Performance Targets

international standard concerned? ¢

CG & ITG yCOSO-ERM,
IAS 39, AML, ITIL,
ISO/ 27001, CMMI, + +
Basel II,++ etc.

Initiatives / Plans of Action

v

Linkages

v

11 : Aau)asn19a@IU9In Hewitt Institute

Actions for Quality Cycle / P-D-A-C

What levels of targets should be set for
Org. by Owner ?

What initiatives are required to achieve
these targets by Org.?

Do these measures summarize our
Existence actions ? Org. & Owner.
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Understanding IT Controls & IT Risk

Systems Development Controls

A top-down approach used when considering controls to implement and
determining areas on which to focus.



Relationship between COSO 1 and COSO 2

ERM is fully aligned with the COSO
Internal Control- Integrated Framework

Internal Environment

’-H! !!.!H ¥ -‘r - Event Identification

R ——
g
s s,
%

FRNSS VNN 4 |
Information & e ‘ Risk Ass?ssment
Communication e~ WS
' Risk Response

MR, SRS N

T,
; W

RS NSNS

Risk Assessment
Information & Communication

Contraol Environment Monitoring

COSO 1 “Internal Control - COS0 2 “Enterprise Risk Management -
Integrated Framework”™ Integrated Framework”™



IT Risk factors aligned with their tiers in the pyramid

ISMS/ >Poor IT-business relations & AgIlity
»Poor project delivery
CIA Applications do not meet business requirement Accuracy B
Manual data integration required

>+++

Applications need standardization
pp < Access >

Lack of internal controls in applications

»Network not reliable at all locations =
>+++

»Infrastructure not standardized ) o
> Old technology Avallablllty
»Poor backup/recovery

»Poor understood processes and applications
> +++

Source: Adopt from IT Risk -turning business threats into competitive advantage by George Westerman & Richard Hunter
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Area Potential Concerns
Financial statements, Operational, Results may or may not be accurate depending upon
Compliance, Logical, Program, how processing takes place and what impacts that
Management result, etc.,... ReSU|tS processing has...

(what can go wrong? what should be right?)

E ¥ The T installatio
E I R T The IT installation may contain control aspects which

ITinstallation envionment 2 & 7 % % can interrupt or change the results of either individual or
- L common system processing

One or more system may be dependent upon
common IT system software such as database
management or communications software

System software

S
»

Common o
application 5 Common systems may cut across individual

- systems, partially using their results
systems

Individual systems Feed
results upwards IT processing
is input and accurate

Individual application

X Q)
- & é’ s
system environment é\ o §
@ . %& &>

Transactions Transactions may cut

across system lines

The horizontal and vertical impacts of Information Technology (IT) on the organization and risk management

= [¥ ¢ A9 v a &L [y
: WHAIDY Total System Approaches 2932 ULNIKIBAINNAI 9 VavasAnIN T Inaluladarsawinadinainisanazilanaznns
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Information Security — International Standard aso 27001) to IT Audit perspectives

1. Security policy

2. Organization of information security

3. Asset management

4. Human resources security

5. Physical and environmental security

6. Communications and
operations management

7. Access control

8. Information systems acquisition,
development and maintenance

9. Information security incident
management

11. Compliance

CEO - CIO - CFO
—COO —and...

“2—  1SO 27001

()
Objectives
4 AAA }—l—

///‘ ’S.’\’\

Processes &
Activities

=2

Interdependent Approaches / Cons1derat10n

17 ‘\/ (009 ;’ G(’ﬂ ((.Q Domains
Supervision / Mgnitoring / Ac:-;ross Criterii / Functi"‘o_ns

Consideration of common errors in identifying objectives & negative consequences
Identifying a means as an end.
Failing to consider each type & all types of objectives.

Failing to consider the relationships between objectives.



IT Governance & GRC + Risk Convergence Framework
C N

Thai E-Transaction Laws / Thai Laws

-
Rules & Regulations by Regulators | Office of The Auditor General

Thai OAG

N

Rules & Regulations by Regulators & International Standard
W P

Lessons Learned/
COBIT | |1SO / IEC LL

O[OUTI ], $S9001J — 9[d0d ()

(IT Infrastructure Library) Other Standard

aulszneuvea Enterprise Risk Management (ERM)

v d
1. ammnadeumelueanns (Internal Environment)
<4——p| Risk Management Philosophy — Risk Culture — Board of director — Integrity and Ethical Values — Committee to Competence — Management’s Philosophy

and Operation Style — Risk Appetite — Organization — Assignment of Authority and responsibility — Human Resource Policy

v
< > 2. msmriuatithriung (Objective Setting)
CO S O Strategic Objective — Related Objectives — Selected Objectives — Risk Appetite — Risk Tolerance
k2
3. f‘niizy!ﬁﬁ!ﬂ1iﬁi (Event Identification)
+“—> Events — Factors Influencing Strategy and Objectives — Methodologies and Techniques — Event Interdependencies — Event Categories —
S-O'F'C - Risk and Opportunities
¥
4. msdszdiunanaeas (Risk Assessment)
Inherent and Residual Risk — Likelihood and Impact — Methodologies and Techniques - Correlation
¥
¢ > 5. MIAPUAUDIN ML (Risk Response)
Identify Risk Response — Evaluate Possible Risk Responses — Select Risk Responses — Portfolio View

v
1 IS 6. ?\ﬂﬂiiﬂﬂ?ﬂﬂu (Control Activities)

(S90IN0SY L] YO %
)-4-0O-S 29 PIBIII0IG duB[ey U0 SAN3FI)eI)S sunue[eyg

Integration with risk response — Types of Control Activities — General Controls — Application Controls — Entity Specific
k2
&
1 5 7. sTuUaIsaMNALazNIsAnfedeals (Information and Communication)

|

Information — Strategic and Integrated Systems - Communication

v
K / | 8. msfAamuuazisziliuna (Monitoring)

Separate Evaluation — Ongoing Evaluation




Focus of convergence is on bringing together the myriad
governance & control processes across the institution

External — regulators, analysts, investors, stakeholders

Board/senior management oversight

Audit Risk Other
committee committee committee

Risk
management

Information
technology

Business Business i Business
Unit Unit i Unit

Source : Ernst & Young



Corporate Governance + ERM + Compliance

External & Internal

Rules & Regulators & Int’l standards>

Internal controls & aud
<Reasonable Assurance>

Enterprise Risk Mgmt.
<C OSO-LO-F-C>

\

Value creation
& Performance Measurement
IT & Non IT processes

Inf. Security Mgmt.

IT Risk Mgmt. Consultative Approach

for fundamental /

Computer Audit
<tools>

standards processes

GAP ANALYSIS
s VALUE

CREATION

Translating Vision-Mission & Strategy to Balanced Scoretard
for Performance Measurement Linkages to action for Quality Cycle / P-D-C-A



IT Governance / GRC / Compliance & ORCA Understanding
4 )

Level 0 — Laws & Regulations

\
Level 1 — Internal Control Framework —- COSOQO / Enterprise Risk Mgmt.

'S
Level 2 — Internal Control Framework — IT Governance/ISO
(Enterprise Wide-What to do/ Check list)

X

Level 3 — IT Best Practices, Standard and Lessons Learned

( How to do...Lesson learned ...What can go wrong ? )

O[OUTJ ], SS900IJ — 9[d0d ()

-

Self-assessment focuses on objectives, risks and controls Management :

If objectives are not clear,... What can go wrong?
% L What is/are consequences to risks & controls & ERM?
** Objectives _——""= —

are things and organization wants to accomplish.

What can go wrong & it consequences ...if we fail to

0:0 Risks identify risks from the causes.?

(S90In0SY L] YO %
)-A-0O-S 29 PI8IAI0IG duB[ey U0 SAN3FI)eI)S unue[eyg

are things that might prevent accomplishing and objective.

—_—

Then...What is/are the end results of

|

o
** Control ERM to Objectives & Business?

are things that help meet an objective by managing that risk.
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IT Risks VS Risk-based Audit and Supervision/Audit

Approaches for IT Governance / GRC

FFIEC

I a
aNaaamnalulagansaund
(IT Risks)

BOT

ANNITEIVOY 84. 5 au

ANMEEIMUMITUI TS

Nunalulagansaumns

A 4

Ay d
ﬂ?13l!ﬁﬂ\‘]ﬂ11«!ﬂﬂ§ﬂﬁ

COSO/ERM

ERM

2
S -anudws

A 4

A

d’ Y a wvA
ﬂ’J13~l!ﬁElx‘lﬂ1Hﬂﬁ‘]J{]‘]Jﬂﬂﬁ

Ci +'% a wAa
mmmmmumiﬂgumm

\ 4

Y ¢
AUNAEYNT

A

mssnuanuasnny

A

Yy A Aangy v
ﬂ'J'INgﬂﬂﬂQ!‘lfﬂﬂ@Ulﬂ‘U'ﬂ\‘ﬂJﬂHﬁ

A 4

8y A
AINNLAUINTHIAIAR

A 4

X
O - anuides
Y a wva

mum3sJiaanu

vV V

Y Y a
aNunsaulyu «

ANNALIMUTNINAAD

| d‘
F -anuaas

MIIBNW/NIEY

\ 4

2y A A
AIMNLFENNTHY LN

A

anaudsImumslHuamungrang

i dsulseeanas Mnsunasuslszmalne

vV V

a v
AN EINTIUAANN

A

A 4

4
C -anmuaas
RGN

A 4

MUNGHNE
d
DN




UNLTEU a1nn1s NA3A 240,000.00 A1ULIN[us$7000814] nemu IT Risk

N1 NMSUSUITAMNLAL UANEUNANS LETBLALA LALWATIA [Soc Gen]/ dlsaAg/ Jan.08 + +

SOCIETE
CENERALE

People-Process-
Technology

COSO/ERM
&
ITG+ISO
&
GRC+ Toals

aAruANNLlY + 2aUNe Kerviel JUS1NS WAY AMSNSTNNITH

SANNUNUNIU AUUA UlELNE NAYNE NTSLIUNITHINU+H+ AINUNLTEUY

/—/ ~ o A o T '
—  t++Hlgmaotiumatuiy GRC .lu US aga+r —



http://www.telegraph.co.uk/money/graphics/2008/01/25/bcnkervielpica.jpg
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Changing the Internal Auditor’s Paradigm

Characteristic

Old Paradigm

New Paradigm

Internal Audit Focus

Internal Control

Business Risk

Internal Audit Response

Reactive, after-the-fact,

discontinuous, observers

of strategic planning

initiatives

Proactive real-time,

continuous monitoring,
participants in strategic plans

Risk Assessment

Risk Factors

Scenario Planning

Internal Audit Tests

Important Controls

Important Risks

Internal Audit Methods

Emphasis on the
Completeness of Detalil

Controls Testing

Emphasis on the
Significance of Broad

Business Risk Covered

Internal Control:
* Strengthened
* Cost-Benefit
* Efficient/Effective

Risk Management :
* Avoid/Diversify Risk
* Share/Transfer Risk

* Control/Accept Risk

Internal Audit Reports

Addressing the

Functional Controls

Addressing the Process Risk

Internal Audit Role in

the Organization

Independent Appraisal
Functional

Integrated Risk Management

and corporate Governance

31 : TIA Institute
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	IT Risk factors aligned with their tiers in the pyramid

